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IOLO TECHNOLOGIES

If you use a PC, you have no doubt noticed that it
slows down with time. But did you know the
slowdown could be reversed and your computer
could work like new again? lolo technologies, the
PC tune-up software experts since 1998, will talk
about PC tune-up and demonstrate the just-
launched new version 9 of their flagship product,
System Mechanic. Abbas Mehdi is a product Man-

ager at iolo technologies will be

our April Presenter.

If you are not familiar with the concept of com-
puter maintenance and #1 best-selling PC tune-
up product in the US, the session will be a perfect

introductiond explaining the need for the benefits Table of Contents
of PC tune-up and demonstrating System Me- Help Line & Key Leaders. .. .............. .. 2
chanicés r i ¢ h-click ecpair gzapae set , one

bilities and automatic settings. President6s Message

. . . Edit your Videos forfree. . ................. 4
If you are already familiar with PC maintenance y

or have used System Mechanic before, the ses- Club Calendar. & CashFlow. .............. 6
sion will show you some tips and tricks on how to
get the most of this in-depth program and get un-
der the hood to fix even the most hidden causes
of PC slowdowns and crashes, bringing your ma- Understanding Digital Signatures. . ........... 9
chine back to its like-new, optimal condition.

Protecting Portal Devices. . ................ 7

Lock Your PC with USB Drives. .. .......... 8

Word/Excel/Window Tips. . .............. .. 11

System Mechanic will be available for purchase.
System Mechanic $19.99, normally $49.95 and
System Mechanic Professional $29.99, normally New Member Application. ......... ......... 13
$69.956qui te a savings so don6t .  mi.ss.__out.
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Helpline
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The following members have generously of-
fered to help you with your PC problems by
Phone or by email:

Windows Beginners
878-5622

Yomar Cleary
ycleary@charter.net

Windows XP, Vista Rosemary Lloyd

584 9358 Rosemary@SugarloafPC.com
MS Outlook Rosemary Lloyd

584 9358 Rosemary@SugarloafPC.com
MS Excel Yomar Cleary

878 5622 ycleary@charter.net
MSPublisher Yomar Cleary

878 5622 ycleary@charter.net

Digital Photos Barbara Moore

585 7981 barbstuff@verizon.net
CD Burning Rosemary Lloyd
584 9358 Rosemary@SugarloafPC.com

Adobe Photoshop, Rick Edwards

Photoshop Lightroom

547-0109 rick235@charter.net

The Computer Club provides training at the
monthly meetings when there is no presenter,
beginners are welcomed. 2nd Tuesday of
the month at the Discovery Center at 5:30
pm, bring a friend, Yearly dues are only $25
spouse is $5. First two visits are free.l

apcug

Officers and Key Leaders
President ........cccccoviiiiiiiiiicnns Rosemary Lloyd
584-9358 rosemary@sugarloafpc.com
Vice President é e é ¢ ééééé. Yomar Clear
878-5622 ycleary@charter.net
TreasUrer .......ceeeveeeeeiieeii e Barbara Moore
585-7981 barbstuff@verizon.net
Secretarye é é ¢ éééeée. . eé. . Tina Naza
633-4516 Tina_Nazrian@hotmail.com
Reviews Editor e é é e éé. . ééé Ron Frfpss
(951) 769-1225 rgfross@yahoo.com
Refreshments é e é ¢ é ¢ é é é . Gai l Ritc
866-0814 GrammyGaill2@charter.net
PUBIICILY ..vvvveieeeeiiieeeee Yomar Cleary
878-5622 ycleary@charter.net
Equipment Director ..........cccccccvvveeeen. Don Odekirk
585-6728 djodekirk@hotmail.com
Technical Director ........ccccevvvevveeveennen.. Jim Lloyd
584-9358 inquiries@sugarloafpc.com
Director at L ar Rick&dwardsé é é
547-0109 rick235@charter.net
WebmasSter ........cccvvvveeeeiiiiiiiieeeeeee Bill Flanagan
866-9379 bill@bigbearcc.org
Newsletter EAItOr ..........ccccvvvveeenennn NEED TO FILL
Membership Director é ¢ é éé. . . . Bi | | -l ar
866-9379 bill@bigbearcc.org
Parliamentarian ..............ccccvvveeee, David Philipson
585-9389 philipson@philipsonerdmier.com
HISTOran ........oooveiiiiiiiieiieeeeee Nancy Hinz
585-8095 ncyhz@gmail.com
Sunshine Coordinator ..........cccce...... Grace Fross
(951) 769-1225 gcfross@yahoo.com
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Tina Nazarian

Hello Everyone,

We who use Microsoft Windows often hear
about ASecurityo. T
strongly encourage us to allow automatic up-
dates to Windows. Most of the time, these
are designed to make the operating system
more difficult to hack into.

Most people have anti-virus and anti-spyware
programs on our computers as a secondary
l ine of defense again

The first line of defense is us. The user
needs to remember not to click on web links
in emails, not to open unexpected email at-
tachments, etc.

Part of defending ourselves involves a decid-
edly low-tech issue. You may have heard of
Social Engineering. It is not new. It is some-
thing to look at periodically. A social Engineer
is someone who contacts people and asks
seemingly innocent questions. They may try
to befriend or help. We need to beware of a
phone call asking for bank account numbers
and the pertinent user name and password
(or PIN) that goes with it. Possession of that
information can allow someone to drain your
account, for example. The same with credit
card numbers an ATM K
sounds fishy, it probably is.

Rosemary Lloyd

S

(Tina was unable to attending the General
Meeting so Yomar provided the following:)

c h f ol k and Mi cr osd

At the March 9th General Meeting, Terry
Currier, President of the Winners Computer
Club in Orange County was the presenter.
He showed various video clips on different
booths at the CES conference in Las Vegas
ih JaAuBr He &xplaineddsontie dfkHe Mat@st
technologies from 3-D televisions, to cam-
eras that can do video and still pictures at
the same time. Laptops that can do amaz-
ing things.

Terry even brought door prizes and a CD
with great websites and programs for each
of those present at the meeting.

Rosemary mentioned the upcoming South-
west Computer Conference scheduled for
June 4th thru 6th. The club gave away a
Conference package which included the
registration and hotel stay for 2 nights worth
$300. The lucky winner was a brand new

member Dean Pierpont . Congratulations!!
N6 s . I f an approac
Another package will be given away at the

April 6th club meeting.

Yomar Cleary

ft

over.

—
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Edit Your Videos for Free
By Ira Wilsker

Since the advent of digital film, it seems that almost all of us now have a digital movie camera of
some sort. My two year old cell phone, which is not a technical marvel when compared to what is available
today, has a simple video camera. Every section of every class that | am teaching this semester is video re-
corded, allowing my students to review precisely what we covered in class. There are now decent digital
video cameras that are not much larger than a deck of cards, and are often advertised for less than $100. It
seems that almost nothing happens now that someone is not video recording. Once recorded, we often have
hours of digital video that are in sore need of editing in order to make the video more appealing to view-
ers. Our videos may be used for strictly private home use or show up on YouTube where there may be
countless viewers. The big box stores have several, often expensive, utilities that can be used for video edit-
ing, but as is common in the software industry, there are also some very functional free video editors avail-
able.

One of the most widely used free video editors is M
vice, available for download from download.live.com/moviemaker. Movie Maker will run on Vista or Windows
7. Whil e most Windows Live utilities wil.l run on XP, r

able for Windows XP or e aMovie Maker incerpomatesoartaol-bax fof inWitive dnol ws .

easy to use tools that can edit video, incorporate music, add titles, and incorporate special effects. Using the
integral AutoMovie feature, the software will invoke a wizard to add a title, display credits, and add transitions
and special effects, resulting in a file that is ready to show or upload to services such as YouTube. Movie
Maker can also utilize still images to create animated slide shows complete with music, transitions, and ef-
fects, with the output looking much like a video. The output of Movie Maker can be saved to the hard drive or
other digital media, or burnedtoaCD orDVD disc. Si nce it is free and widel
may be a worthwhile video editing utility to try first.

Yy u

Recentl vy, I wr ot e about one of my favorite

(www.techsupportalert.com), which reviews and rates free software. On its recently updated ratings of the
best free video editing software (www.techsupportalert.com/best-free-video-editor.htm), Gizmo gave his high-
est rating to the French freeware video editor Avidemux, version 2.5.2, available for direct download from
fixounet.free.fr/favidemux. Gi zmo summari zed Avidemux with the st
(and has) Well documented tutorials. As wi t h any other video edit iWhig
originally written for Linux based computers, Avidemux has been rewritten to also run on BSD, Mac OS X and
Microsoft Windows under the GNU GPL license. The Windows version will run on both 32 and 64 bit versions

at e
pr

of Windows. According to its home page at fixounet.free.f

signed for simple cutting, filtering and encoding tasks. It supports many file types, including AVI, DVD com-
patible MPEG files, MP4 and ASF, using a variety of codecs. Tasks can be automated using pro-
j ect s, j ob queue and p o wekdoinioadedsArvidemyx t(Windgws eeesipna

bi l

12.5 mb), and it installed smoothly and quickly. | tried some of the simple

Filter Manager 0, a n dsmdothlye Whileal pnpne expere atl viddo editivg,d wak able to

Continued on Page 5

—
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Continued from Page 4

perform the listed tasks including cropping and color corrections, and Avidemux worked very well. For some-
one with some sense of graphics and artistic talent, Avidemux would be an excellent choice.

Since | lack a lot of artistic skills, | like simplicity when it comes to graphics software, and that is why | have
been a long time user of the free VideoSpin video editor published by Pinnacle Software. Available from
www.videospin.com, the software is a large 162mb download. VideoSpin is one of the simplest video editors
to use, based on my own experiences. While lacking some of the reasonably feature rich with a very simple
front end interface that makes video editing a simple process. For those who try this free version of Video-
Spin and like it, but want additional features, there is a commercial version available. The newly released
version 2.01, in addition to the traditional video formats, now also supports QuickTime and 3GP video for-
mats. One interesting feature of the new version of VideoSpin is the ability to save videos in a higher quality

and widescreen format, compat i bl &serwcan hlso WieatlyTuplbad thair n e v
output directly to YouTube.

VideoSpin has an enormous and loyal following that have created countless videos for a multitude of pur-

poses. One reason for its wide use and popularity are the tutorial videos, some made by users, that clearly
demonstrates how to create, edit, and distribute videos using VideoSpin. These tutorials can be viewed by
clicking on the fiHow Toodo I|ink on t he nFemhoselw@omeeddd- t he
ditional hel p, VideoSpin has a very active ACommunit

post questions or request help, with a response likely in a short period of time. VideoSpin will run on almost
any contemporary PC with a Pentium or AMD processor with a speed of at least 1.4 GHz, but faster chips are
recommended. XP users should have at least 512 mb of RAM, and Vista users need at least 1 gb in order for
VideoSpin to run. Since editing video files is graphically intensive, a video card that is DirectX 9 (or higher)
compatible, and has at least 64 mb of video RAM is required; almost all video cards manufactured in the past
several years would meet that standard. Being a large program, 150 mb of available hard drive space is re-
guired to install the software, and much more space may be necessary to store video files. VideoSpin was
the very first video editing software | ever used, and still use it. For the user who wants an easy to use free
video editor, VideoSpin would be an excellent choice.

WEBSITES:

http://download.live.com/moviemaker
http://www.techsupportalert.com/best-free-video-editor.htm
http://www.avidemux.org

http://fixounet.free.fr/avidemux/

http://www.videospin.com

Any of the above free video editors will serve the typical home user well, and each would be worth-
while to download and try. With any of these three free utilities, there is no reason not to have well
edited and interesting videos.


http://download.live.com/moviemaker
http://www.techsupportalert.com/best-free-video-editor.htm
http://www.avidemux.org
http://fixounet.free.fr/avidemux/
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BEARLY BYTES NEEDS AN EDITOR
We wish to thank Norene Lieser for
her dedication in putting out this
newsletter for the last two years even
though she moved down the hill.
Cash Flowi March, 2010
We need someone to put the newslet-
ter together, the board provides all Beginning Bank $3,797.76
the articles to make it easy on the Cash Received
Editoré. .. Call Yomar for more detail s
(909) 878-5622 or Yomar@bbcc.org Membership Dues $100.00
Fundraising: Equipment $0.00
Donations: 50/50 $8.00
TEC I_BARGAINS{D Total Income $108.00
Targeting the best deals in tech Cash Disbursed $0.00
www. techbargains .com Total paid out $22.39
web site devoted to helping users find the best Ending balance in Bank $3,883.37

technology products and the lowest price

—
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Protecting Portable Devices: Data Security

Authors: Mindi McDowell, Matt Lytle

In addition to taking precautions to protect your portable devices, itis important to add another layer of security by
protecting the data itself.

Why do you need another layer of protection?

Although there are ways to physically protect your laptop, PDA, or other portable device (see Protecting Portable De-
vices: Physical Security for more information), there is no guarantee that it won't be stolen. After all, as the name sug-
gests, portable devices are designed to be easily transported. The theft itself is, at the very least, frustrating, inconven-
ient, and unnerving, but the exposure of information on the device could have serious consequences. Also, remember
that any devices that are connected to the internet, especially if it is a wireless connection, are also susceptible to

network attacks (see Securing Wireless Networks for more information).

What can you do?

* Use passwords correctly - In the process of getting to the information on your portable device, you probably encoun-
ter multiple prompts for passwords. Take advantage of this security. Don't choose options that allow your computer to
remember passwords, don't choose passwords that thieves could easily guess, use different passwords for different
programs, and take advantage of additional authentication methods (see Choosing and Protecting Passwords and Sup-
plementing Passwords for more information).

* Consider storing important data separately - There are many forms of storage media, including CDs, DVDs, and re-
movable flash drives (also known as USB drives or thumb drives). By saving your data on removable media and keeping
it in a different location (e.g., in your suitcase instead of your laptop bag), you can protect your data even if your
laptop is stolen. You should make sure to secure the location where you keep your data to prevent easy access. It may
be helpful to carry storage media with other valuables that you keep with you at all times and that you naturally protect,
such as a wallet or keys.

* Encrypt files - By encrypting files, you ensure that unauthorized people can't view data even if they can physically ac-
cess it. You may also want to consider options for full disk encryption, which prevents a thief from even starting your
laptop without a passphrase. When you use encryption, it is important to remember your passwords and passphrases;
if you forget or lose them, you may lose your data.

* Install and maintain anti-virus software - Protect laptops and PDAs from viruses the same way you protect your desk-
top computer. Make sure to keep your virus definitions up to date (see Understanding Anti-Virus Software for more infor-
mation). If your anti-virus software doesn't include anti-spyware software, consider installing separate software to pro-
tect against that threat (see Recognizing and Avoiding Spyware and Coordinating Virus and Spyware Defense for more
information).

* Install and maintain a firewall - While always important for restricting traffic coming into and leaving your computer,
firewalls are especially important if you are traveling and using different networks. Firewalls can help prevent outsid-
ers from gaining unwanted access (see Understanding Firewalls for more information).

* Back up your data - Make sure to back up any data you have on your computer onto a CD-ROM, DVD-ROM, or
network (see Good Security Habits and Real-World Warnings Keep You Safe Online for more information). Not only will
this ensure that you will still have access to the information if your device is stolen, but it could help you identify exactly
which information a thief may be able to access. You may be able to take measures to reduce the amount of damage
that exposure could cause.

—
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Lock your PC with a USB drive

{_"\\ By Kim Komando

\ ! You can't always be in front of your computer. But
stepping away doesn't mean leaving the computer
HALOGTEN vulnerable. There are easy ways to keep people out

Performance Management Software of your personal business.

866 -566 -7778
For instance, Windows will lock your computer when

you get up. Just click WinKey + L. This preserves
your session and brings up the log-in screen. To get
back in, you have to enter your password. That works.
But there is a better way.

Premium

Predator makes locking and unlocking your PC a

ﬂL
emor breeze. You do it with a USB drive. During installation,
UL you designate a drive to serve as your key. Insert it

while working. Take it with you when you step away.

Pulling it out locks the computer.

Plug it back in to log in. Normally, no password is
needed. If you misplace the drive, enter your pass-
word to get back in. An alarm will sound if someone
enters an incorrect password three times. And it will
log any attempts to access the PC while you're away.
You'll know if and when someone was trying to snoop.

About Bearly Bytes The POper Chp
Bearly Bytes, past winner of SWUGC & AP- C @ners)

CUG Newsletter contests. is the official publi- RICK AND VICTORIA DONCHI

cation of the Big Bear Computer Club. Views OWNERS

expressed in Bearly Bytes are those of the : <

authors and do not necessarily reflect the FFICE BOX 6088 PHONE (90) 8660505
opinions of Big Bear Computer Club. Other B AR P e b
computer user groups are welcome to reprint

our articles as long as they give credit to the

author and Bearly Bytes, Big Bear Computer

Club.

Submissions: All BBCC members are encour-
aged to send letters, articles, questions, and

comments to Bearly Bytes for inclusion in fu- MiEr'EI'S'Dﬂ

ture issues. Submit as plain text in the body of M | N DSHAHE

an email and attach any graphics as JPEG or
GIF format. Send to Yomar Cleary

—
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Understanding Digital Signatures

Authors: Mindi McDowell, Allen Householder

What is a digital signature?

There are different types of digital signatures; this tip focuses on digital signatures for email messages. You
may have received emails that have a block of letters and numbers at the bottom of the message. Although it
may look like useless text or some kind of error, this information is actually a digital signature. To generate a
signature, a mathematical algorithm is used to combine the information in a key with the information in the
message. The result is a random-looking string of letters and numbers.

Why would you use one?

Because it is so easy for attackers and viruses to "spoof" email addresses (see Using Caution with Email
Attachments for more information), it is sometimes difficult to identify legitimate messages. Authenticity may
be especially important for business correspondence if you are relying on someone to provide or verify infor-
mation, you want to be sure that the information is coming from the correct source. A signed message also
indicates that changes have not been made to the content since it was sent; any changes would cause the
signature to break.

How does it work? Before you can understand how a digital signature works, there are some terms you
should know:

* Keys - Keys are used to create digital signatures. For every signature, there is a public key and a private
key.
+ Private key - The private key is the portion of the key you use to actually sign an email message. T
he private key is protected by a password, and you should never give your private key to anyone.

+ Public key - The public key is the portion of the key that is available to other people. Whether you upload it
to a public key ring or send it to someone, this is the key other people can use to check your
signature. A list of other people who have signed your key is also included with your public key. You
will only be able to see their identities if you already have their public keys on your key ring.

* Key ring - A key ring contains public keys. You have a key ring that contains the keys of people who have
sent you their keys or whose keys you have gotten from a public key server. A public key server
Contains keys of people who have chosen to upload their keys.

* Fingerprint - When confirming a key, you will actually be confirming the unique series of letters and
numbers that comprise the fingerprint of the key. The fingerprint is a different series of letters and
numbers than the chunk of information that appears at the bottom of a signed email message.

* Key certificates - When you select a key on a key ring, you will usually see the key certificate, which
contains information about the key, such as the key owner, the date the key was created, and the
date the key will expire.

*"Web of trust" - When someone signs your key, they are confirming that the key actually belongs to you.
The more signatures you collect, the stronger your key becomes. If someone sees that your key has
been signed by other people that he or she trusts, he or she is more inclined to find it on a public key
ring does not mean you should automatically trust it. You should always verify the fingerprint yourself.
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Understanding Digital Signatures (continued)

The process for creating, obtaining, and using keys is fairly straightforward:

1. Generate a key using software such as PGP, which stands for Pretty Good Privacy, or GnuPG, which
stands for GNU Privacy Guard.

2. Increase the authenticity of your key by having your key signed by co-workers or other associates who
also have keys. In the process of signing your key, they will confirm that the fingerprint on the key you
sent them belongs to you. By doing this, they verify your identity and indicate trust in your key.

3. Upload your signed key to a public key ring so that if someone gets a message with your signature,
they can verify the digital signature.

4. Digitally sign your outgoing email messages. Most email clients have a feature to easily add your
digital signature to your message.

There are a variety of mechanisms for creating digital signatures, and these mechanisms may operate dif-
ferently. For example, S/IMIME does not add a visible block of letters and numbers within the message,
and its digital signatures are verified indirectly using a certificate authority instead of directly with other us-
ers in a web of trust. You may just see an icon or note on the message that the signature has been veri-
fied. If you get an error about a digital signature, try to contact the sender through a phone call or a sepa-
rate email address that you know is valid to verify the authenticity of the message.

Note: Just because someone else has trusted a key or you find it on a public key ring does not mean you
should automatically trust it. You should always verify the fingerprint yourself.

Digital signatures are a way to verify that an email message is really from the person who supposedly sent
it and that it hasn't been changed.

Peachpit

User Group Program Member

USER GROUP COUPON CODE- Peachpit

We provide your group members with a 35% discount off the list price of any of our
books. At checkout, right before entering their credit card information, they must
enter the user group coupon code UE-23AA-PEUF (case-sensitive). This coupon
code is an exclusive offer that may not be used in conjunction with any other cou-
pon codes. www.peachpit.com

UT rew S, com
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Word Tip

By Rosemary Lloyd

Excel Tip

By Yomar Cleary

Window Tip

By Barbara Moore

Reformat: Find & Replace

If you do a lot of work with tables, you
may need to find and replace information
in a column or row of a table without af-
fecting anything else in the table. You
can do this by remembering that Word
allows you to limit a search to text you
select, so simply select the column or
row you want to search before you insti-
gate the search. In other words, these
are the steps:

1. Select the table column or row in
which you want to search.

2. Press Ctrl+H or choose Replace from
the Edit menu. Word displays the Re-
place tab of the Find and Replace

3. Enter what you want to search for and
what you want to replace it with, using
the controls in the dialog box to modify
the search and replace just the way you
want.

4. Make sure the Search drop-down list
is Set to Down or Up, according to your
needs. You may need to click on More
to see . The Search drop-down list. (If
you have Search set to All, then Word
may think you want to search outside
the bounds you defined by selecting a
row or column in step 1.)

5. Click on Find Next or Replace All, as
desired.

Printing a Portion of a
Worksheet

Applies to Excel 97, 2000,
2002, 2003, and 2007

It is a safe bet that you al-
ready know how to print a
worksheet. What you may not
know is how you can quickly
print just a portion of a work-
sheet. You can accomplish
this by follow-ing these steps:

1. Select the cell range you
want to print.

2. Display the Print dialog
box, (The easiest way to do
this is to just press Ctrl+P.)

3. In the Print What box,
choose the Selection option.

4. Click on the OK button.

St/

.Customize Your Windows 7
Shut Down Button

Tell me, how often do you actu-

ally fAshut down
More often than not, do you put
it to sleep? Lock it? What if
someone else consistently uses
the computer after you? Would-

n't it be nice to just log off?

That's a lot of questions with one
relatively easy answer!

Just right -click your Start but-

t on an dPrepertiee @ .t
der the Start Menu Tab you'll
see e c t Howen

a sel

button action: 6 and -a
down box next to it. Simply drop
that box down and select the
action you most commonly use

with your computer and hit OK.

Now whenever you click the
Start button you'll see the action
you chose instead of the usual
AShut Down opt.i
If you don't like it, just follow the
same stepsandre-s el ect

Downo

Cheard] (G tBerg

d

LCom

Member
of the

InS

O’REILLY

Bn -

t h
dr o
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