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Next Meeting Jun 2, 2011 - 5:30 @ The Big Bear Discovery Center

COMING EVENTS CALENDAR

June 17 & 18 — Computer Club Promotional
Where: Stater Bros.
When: 9am -3 pm
July 7 - Christmas in July Potluck
Where: Discovery Center
When: 5:30 pm -8 pm
August 9 - Photography Workshop
Where: Senior Center
When: 9am-1pm
$15 includes lunch

Big Bear Chamber of Commerce has updated their
website BigBearChamber.com to include a page for
every chamber member for advertising and promo-
tional purposes.

BBCC will take advantage of this opportunity to up-
date/maintain a secondary web page with pictures,
maps, contact information, website link, input events
and much more. We hope that you find all of the fea-
tures, additional benefits, and promotional opportu-
nities as exciting as we do.
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Southwest Computer Conference

This year’s Southwest Computer Conference is Fri-
day, June 3 — Sunday, June 5 in San Diego at the
Town & Country Resort. It is open to BBCC mem-
bers and to PC, Linux and Mac users who want to
get the latest information on upcoming technologies
and networking.

Several members are attending. Rosemary and
Yomar won conference tickets at May 5th meeting.

BBCC Logo Sweatshirts Are Available

Two colors: Cornflower Blue, Heather Charcoal
Only $26 plus $5 for your name. Order at a
monthly meeting or by PayPal click here noting
in the message box the color choice, size need-
ed, and a name, if desired. Ladies, please keep
in mind these are S - 3XL men’s sizes.
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Easy and Fast Way to Update or Install Free Software — by Ira Wilsker

WEBSITES:

http://ninite.com

http://ninite.com/linux

http://allmyapps.com
http://www.techsupportalert.com/content/quick-way-install-dozens-free-apps.htm

A regular reader of this column suggested that | write about a free service that can automatically install and
update the most popular freeware programs available. She recommended Ninite, but | was also familiar with a
competitive service from AlIMyApps. While both have comprehensive listings of free software, AllMyApps also
includes links to some commercial software applications, so | would have to give the edge to Ninite when it
comes to the mass installation of free software.

San Francisco based Ninite (ninite.com) offers about 85 of the most widely used free Windows programs
which can be selectively installed without any intervention by the user once the programs have been selected
from the Ninite list. To implement the Ninite service, the user simply checks the software titles desired, and
downloads the small installer that automates the install process.The automated installer installs all of the se-
lected programs without any intervention; there is no "next" to click, and questionable optional items, such as
toolbars, are automatically refused during the installation process.

The freeware files downloaded and installed by Ninite are always up to date with the latest versions available.
What is especially helpful and useful is that the single installer which is downloaded remembers which pro-
grams were selected, and rerunning the installer which was originally downloaded will automatically check for
the latest versions and updates, and install them; there is no need to re-download a new installer unless addi-
tional programs are selected, or previously selected programs are no longer desired. The Ninite installer can
identify the operating system of the computer, and intelligently install 32 or 64-bit versions as appropriate.
Since most of the freeware programs are multi-lingual, the programs offer a selection of languages during the
install process; Ninite will identify the chosen language on the computer, and install the software with the cor-
rect language option.

It is not necessary to create an account on the Ninite website, and no signup is required to make full use of
the services. For business and other commercial users with a large number of computers to maintain, Ninite
offers a "Pro" version for a mere 20 cents per computer per month, which will transparently maintain the free
programs on the covered computers, but the Pro version is not necessary for home users who use the free
installer.

The Ninite website at ninite.com is very intuitive and easy to use; the page is divided up into categories of free
software, and all the user needs to do is check the box adjacent to the selected programs, and then download
the customized installer at the bottom of the page. The downloaded installer does all of the work with no inter-
vention required of the user. The categories of free software available on the Ninite website are Web Brows-
ers, Messaging, Media, Runtimes, Imaging, Documents, Security, File Sharing, Other, Utilities, Compression
and Developer Tools; each category contains from two to fifteen programs, all selectable by check box.

For those who would like to try or use multiple internet browsers, Ninite offers Google's Chrome, Firefox, Ap-
ple's Safari and Opera. As with all Ninite categories, any one, any combination, or all can be automatically
downloaded and installed with the Ninite installer. As stated earlier, that same installer can be rerun to auto-
mate the update process, insuring that the user is getting the latest updates and versions available. Similar
Ninite service is available for all of the other categories listed.

Many people use a variety of messaging, and Ninite can selectively install any or all of several messaging

products including Skype (Internet Telephone), Windows Live Messenger, Pidgin (supports multiple instant
messaging clients), Digsby (supports multiple instant messaging clients), Google Talk, Thunderbird Email
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Ninite can help to keep the popular "runtimes" (programs used to run other programs) up to date on the us-
ers' computer, and include such runtimes as Java, Flash, Silverlight, and .Net. Anyone who may need to view
or edit digital images in a variety of formats can select Microsoft's Paint.NET, Google's Picasa, GIMP,
IrfanView (my personal favorite that can also play all video and audio files with the "AllPlugins" option) and a
variety of other image editors and viewers.

People often find that they need a multiplicity of document utilities in order to open, view or edit a variety of
documents, and Ninite obliges by offering a wide assortment of document software. Among the selection are
a trial version of Microsoft Office 2007, OpenOffice (reads and writes almost all office documents, including
Microsoft office), LibreOffice (my choice that can (read and write almost all office documents, including Mi-
crosoft office), and several PDF writers that can create PDF documents from almost any program that can
print files.

Readers of this column may be aware that | am tenacious about security, and have layered security on all of
my computers. The selection of free security software included on Ninite are among the most popular availa-
ble, and includes Microsoft Security essentials, Avast, AVG, MalwareBytes (on every computer that | use),
Ad-Aware, Spybot Search and Destroy, and SuperAntispyware (my favorite and on every computer that |
use).

Users who are engaged in file sharing (a possibly dangerous online activity) may find that uTorrent and
eMule will serve them well. The "Other" category on Ninite includes several miscellaneous but useful free util-
ities including Dropbox (online backup and file sync utility), Evernote (online notes), Google Earth, password
managers, file search utilities, and the Mozy online backup service. Ninite offers 16 assorted utilities, includ-
ing the very popular CCleaner (disk cleaner with additional utilities), Defraggler (hard drive defragmenting),
Recuva (file undelete and recovery), Revo Uninstaller, Glary System Utilities (comprehensive computer
maintenance tools) ninite.com/linux and several other useful utilities.

While recent versions of Windows can handle the common "zip" compressed file format, there are many oth-
er compression formats in wide use that Windows cannot natively process. Ninite offers 7-Zip (a popular free
compression/decompression utility that can handle almost all compression formats), and a trial version of the
commercial WinZip. Other useful free utilities available in the Ninite "Developer Tools" category are program-
ming tools, FileZilla (FTP client), Notepad++ (text editor that can open and edit many file formats), and some
other utilities.

Ninite is not just for Windows, as it has a similar listing of 17 free programs for those using the Linux operat-
ing system, at ninite.com/linux. Just like the Windows version, checking the boxes and downloading the in-
staller simplifies and automates the software installation process for Linux users.

With a fine, free, service like Ninite, it is easy for any PC or Linux user to have the most popular free software
programs on his computer, and keep them updated. Thanks Ninite!

HAP? FMORIAL DAYi
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Officers and Key Leaders

The following members have generously offered
to help you with your PC problems by phone or
by email:

Windows Beginners
878.5622

Yomar Cleary
ycleary@charter.net

Windows XP, Vista, 7 Rosemary Lloyd

584.9358 Rosemary@bigbearcc.org
MS Outlook Rosemary Lloyd
584.9358 Rosemary@bigbearcc.org
MS Excel Yomar Cleary
878.5622 ycleary@charter.net
MS Publisher Yomar Cleary
878.5622 ycleary@charter.net

Digital Photos Barbara Moore

585.7981 barbaramoorebbl@gmail.com
CD Burning Rosemary Lloyd
584.9358 rosemary@bigbearcc.org

Adobe Photoshop
Photoshop Lightroom
547.0109

Rick Edwards
rick235@charter.net

The Computer Club provides training at
the monthly meetings when there is no
presenter. SIG groups are also available.

Beginners are welcome to attend the
meetings on the 1st Thursday of the
month at the Discovery Center, 5:30 pm.
Bring a friend. First 2 visits are free!

Membership is $25 and spouse $5. All
recurring membership dues are due in
January.

President................oociiis Rosemary Lloyd
909.584.9358 rosemary@sugarloafpc.com

Vice President............................ Yomar Cleary
909.878.5622 ycleary@charter.net

Treasurer..........ccooooeeeeeeeiiinieeiens Barbara Moore
909.585.7981 barbaramoorebbl@gmail.com

Secretary...............ocoiiiiiiiie, Tina Nazarian
909.633.4516 Tina_Nazarian@hotmail.com

DirectoratLarge ................ccceeneeeen. John Bryan
714.722.7514 jroryan@azweb.com

Director at Large............... Tracy Fulgoni-Marker
909.584.4466 tfulgoni@netzero.com

Webmaster............cccccceeeiiiiiiiinnnnn. Bill Flanagan
909.866.9379 bill@bigbearcc.org

Newsletter Editor...................cccco... Eileen Bryan
714.580.4784 eileenbrn6@yahoo.com

Reviews Editor .........................o Open
Publicity.........ccccooiiii Yomar Cleary
909.878.5622 ycleary@charter.net
Equipment Chair............................... Don Odekirk
909.585.6728 djodekirk@hotmail.com
Technical Advisor.................cccvvnnnnnnn.. Jim Lloyd

909.584.9358

Refreshments Chair.................. Sharon Teeter
909.585.2026 sharonteeter1@verizon.net

Membership Chair....................... Tina Nazarian
909.633.4516 Tina_Nazarian@hotmail.com

Parliamentarian............................ David Philipson
909.585. 9389 philipson@philipsonerdmier.com

Historian..............ccccos Nancy Hinz
909.585.8095 ncyhz@gmail.com

Sunshine Chair...............cccooo. Eileen Bryan
714.580.4784 eileenbrn6@yahoo.com

Name Tags - 50/50........................ Dorothy Sirk
909.585.3449 dorothymsirk@earthlink.com

inquiries@sugarloafpc.com

§R7 $FAR e,




Big Bear Computer Club Bearly Bytes

June, 2011

President’s Message - Rosemary Lloyd

General Meeting Minutes - Tina Nazarian

Hello Everyone

I am intrigued by a phenomenon called
‘convergence’. One of its definitions in the Merriam
-Webster dictionary is ‘the merging of distinct tech-
nologies, industries, or devices into a unified
‘whole’. The term is sometimes used to describe
computer and non-computer related systems com-

ing together.

On May 24, Leo Laporte, The Tech Guy, is starting
up a new podcast (he likes to call them netcasts —
no iPod or MP3 player required) on his Twit.tv net-
work. This new program is called HamNation. It will,

of course be about Amateur (Ham) Radio.

So, information on the ‘old’ technology of Amateur
Radio will be presented to the public via the ‘new’
technology of podcasting that is downloaded from

the web.

Of course, this is not the only inroad that Ham Ra-
dio has made into the World Wide Web. It is just the
latest. As a licensed amateur radio operator, | find

this fascinating and cool.

Rosemary Lloyd

A Thank You From Big Bear Valley
Youth Soccer League
| would personally like to thank you for your
sponsorship in support of the Big Bear Valley
Youth Soccer League in the 2010 season. Over
$10,000 we raised in sponsorship money not
only helped with uniforms, fields, referees and
tournaments, but also helped many of our par-
ticipants who would not have been able to par-
ticipate without sponsors like you in these diffi-

cult times.

| hope you will again be a sponsor for our 2011
soccer season to help the youth of Big Bear de-
velop the skills, teamwork and confidence that
playing soccer helps them develop. | will be con-
tacting you about a sponsorship for the 2011

season in the near future.

Sincerely,

Jim Mc Gowan

Sponsorship Chair
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How to Remove "Rogue Anti-Virus" - by Ira Wilsker

WEBSITES:

http://en.wikipedia.org/wiki/Rogue_antivirus

http://en.wikipedia.org/wiki/List_of _rogue_security software
http://www.techsupportalert.com/best-free-trojan-scanner-trojan-remover.htm
http://www.superantispyware.com
http://www.malwarebytes.org/products/malwarebytes_free
http://www.emsisoft.com/en/software/eek/

This has been a very busy week for me; not just the final exams | am typing and the papers that | am grading
for the end of the semester, but | have been inundated with requests for help in removing what is known ge-
nerically as "rogue anti-virus". These recent frantic requests for assistance have been from a prominent local
attorney, a local politician, a small business owner, fellow faculty members, students, neighbors, and a pano-
ply of other people, all of whom had inadvertently downloaded one (or two!) of the hundreds of variations of
the same malware under a variety of names. While | have been removing this malware from a handful of
computers every week for the past few years, last week may have set some type of record for me.

According to Wikipedia (en.wikipedia.org/wiki/Rogue_antivirus), "Rogue security software (or rogueware) is a
form of computer malware that deceives or misleads users into paying for the fake or simulated removal of
malware, or that installs other malware. Rogue security software, in recent years (2008—2011), has become a
growing and serious security threat in desktop computing. Once installed, the rogue security software may
then attempt to entice the user into purchasing a service or additional software." The current crop of rogue
software is explicitly designed to bypass or defeat most installed anti-virus and other software, and will often
disable or destroy the installed security software, allowing for additional follow-on attacks. Almost all of the
computers | cleaned recently had major name-brand security software installed which had been recently up-
dated prior to the infection, but which had been neutralized by the rogue software. The original security soft-
ware will often still appear in the toolbar near the clock, and even appear to function and update, but it is likely
deactivated. While there are several hundred official sounding titles of this rogue software —
(en.wikipedia.org/wiki/List_of rogue_security software) — they tend to be somewhat similar in that they
mostly pop up a window indicating that the computer is badly infected with a large number of viruses and Tro-
jans, or that there is pornography stored on the hard drive.

The appearance and name of the pseudo security software may be very similar to a legitimate product, even
illicitly using the logo and trademarks of legitimate security software products. Almost all have a "click here"
button to remove the allegedly detected malware or pornography, and then open another window that re-
quires that the user enter a credit card number in order to activate the rogue software and remove the listed
malware. This is all a scam, and there have been media reports that the software to write these illicit pro-
grams are "licensed" similar to a multi-level marketed product, with the proceeds divided up among the levels
of the criminal bureaucracy. One recent published report told of a 14 year old Russian boy who makes over
$100,000 a month from this activity. A report listed in Wikipedia says, "An investigation by security research-
ers into the Antivirus XP 2008 rogue security software found just such an affiliate network, in which members
were grossing commissions upwards of $150,000 over 10 days, from tens of thousands of successful installa-
tions." As an added insult, if the victim does provide his credit card information to the scammer to pay for this
useless product (often $30 to $50), not just will the alleged infections not be removed, but now his credit card
information may be posted for sale or rent on other criminal websites. Sadly, this may only be the beginning
of the problems that the user will likely encounter unless the rogue software is totally annihilated, as the rogue
antivirus may also install keyloggers (records key strokes to steal user names, passwords, account numbers),
zombies (turns the computer into a spam-sending machine under the control of a "bot" master), and other
types of malware.

The instant the computer is infected, often from clicking on an email link, link on a major search engine, open-
ing up a compromised PDF file, or other vector, the initial takeover of the victim computer has been accom-
plished. One of my faculty members, whose computer was protected by an up-to-date major security product,
was searching for images using Google to incorporate in a PowerPoint presentation, and clicked on a listed
image; rather than the image opening, he instantly infected his computer. A window opened with a knock-off
name similar to another major security product, informing him that his computer had over Continued on pg, 7
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Con’t from pg. 4 300 viruses and Trojans infecting it, and that they had to be removed immediately. Every
time he tried to close the pop-up window telling him that his computer was infected, it re-opened. An icon ap-
peared in the toolbar adjacent to his clock that had a balloon that said that his computer was infected. He re-
booted his computer, and at boot it warned that it was infected, and would not run any programs after the
boot, only displaying the warning window. He was unable to connect to any website using either Internet Ex-
plorer or Firefox, and a secondary security program installed on his computer would not execute when he
clicked on its icon. His computer had been effectively disabled except that clicking on the rogue antivirus win-
dow opened another window where he could enter his credit card information that would immediately activate
the program, removing all of the infections. From up the hall | heard a terse, "Ira can you come here? My
computer says that it has a virus!"

On the flash drive always attached to my car keychain | carry several antimalware products, knowing that |
will likely be called on to clean an infected computer. | try to keep these updated, frequently downloading up-
dated files. The three programs on my USB flash drive that | use most often to clean computers infected with
a rogue antivirus or other malware are the portable version of SuperAntispyware, MalwareBytes, and the
Emsisoft Emergency Kit.

The first program that | use to clean an infected computer is the portable version (free) of SuperAntispyware
(superantispyware.com). This program is continuously updated throughout the day, and is usually fairly up to
date when downloaded. | download the portable version to my USB flash drive (or to the computer's hard
drive and then copy it to the flash drive). The filename will typically begin with "SAS" followed by a numerical
segment, and then a ".com", and is run directly from the flash drive without any installation. The reason for
the random "SASxxxxxx.com" file name is that it would be difficult for malware to specifically block its execu-
tion, and being a ".com" rather than a ".exe" makes it easier to load without interference. To use the Su-
perAntispyware portable version, | reboot the computer into "Safe Mode" by pressing the F8 key every few
seconds, tapping F8 immediately after restarting the computer. When given the choice, | prefer "Safe Mode
with Networking", although just "Safe Mode" would be adequate; do not select "Safe Mode with Command
Prompt". Boot into Safe Mode (do not choose to restore the computer if offered the choice), insert the flash
drive, and run "SASxxxxx.com" (xxxxx are the random numbers in the file name). SuperAntispyware will load
and offer the user the choice to update the SuperAntispyware signature files (usually OK if Safe Mode with
Networking was selected), perform a quick scan, or perform a full scan. A quick scan will search for the most
likely infections in the most common locations, and may only take a few minutes; a full scan may take much
longer, sometimes over an hour, but is much more comprehensive and thorough. | quarantine or remove
whatever it finds, sometimes requiring a reboot in order to complete the cleaning process. SuperAntispyware
has proven to be an effective and reliable utility to remove the rogue antivirus, and for most users is totally
adequate to clean a computer of the malware. | recommend to the user that he downloads and installs the
free standard version of SuperAntispyware on his computer, and periodically rescans his computer to verify
its lack of malware. To users of the free version, SuperAntispyware often offers a very reasonably priced deal
for a "lifetime" upgrade to the Pro version, which offers real time protection and frequent automatic updates,
and works in addition to whatever security software that is already installed on the computer. This added lay-
er of security, on top of the other security software, provides substantial additional protection from future mal-
ware infections.

| like redundancy, just to make darn sure that the computer is clean and free of malware, so | use a second
utility to verify that the computer is safe to use. On my flash drive | have the installer for the free version of
MalwareBytes (malwarebytes.ORG), which | use to install Malwarebytes on the computer; | choose to do this
even if Malwarebytes is already installed on the computer, as some rogue antivirus explicitly targets the Mal-
warebytes files, rendering them inert. This installation can be done either in Safe Mode (with networking), or
on a normally booted computer. After the install, Malwarebytes will ask to update its database (yes!) before
doing its scan. Clicking on the "Scanner" tab will offer the user the choice of a quick scan or a full scan; as
with other products the quick scan may only take a few minutes, while the full scan will take much longer, but

is more capable of detecting deeply hidden malware. ,
Continued on pg. 8
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Con’tfrompg7 |t jg extremely rare that the dynamic

duo of SuperAntispyware and Malwarebytes does not
perform a 100% cleanup of the malware that was on
the computer, as they are both individually extremely
effective and reliable at detecting and killing malware.
For those almost unheard times that something unde-
sirable may still inhabit the computer, | use a third pro-
gram that | have installed on my flash drive, Emsisoft
Emergency Kit (www.emsisoft.com/en/software/eek/).

This program is large and extremely powerful, and is
run from the flash drive on which it has been installed.
The malware database used by Emsisoft is one of the
largest in the industry (over 5 million digital signatures)
which is very frequently updated, and due to its size,
may take several minutes just to perform the update.
Emsisoft Emergency Kit may be run from the flash
drive in Safe Mode with Networking, or from a fully
booted computer; | prefer the safe Mode with Network-
ing, but always attempt an update before scanning.
Since the file on the flash drive is an exe file with a
known name, some malware products may block its
execution. This is precisely why | tend to use the porta-
ble version of SuperAntispyware first to clear the path,
which may then enable the Emsisoft Emergency Kit to
run. Due to the massive database which it uses, which
makes it one of the most capable antimalware prod-
ucts on the market, Emsisoft Emergency Kit is also
among the slowest taking the longest to scan, as it
very thoroughly detects and cleans even tiny frag-
ments of malware from the infected computer. Be-
cause it is so sensitive, this software may also detect
some "false positives", which is legitimate software that
has been detected as malware; for this reason, | ex-
plicitly choose to quarantine whatever it detects, rather
than delete it. If | later find that an item is in quarantine
in error, it is a simple process to restore that item. Still,
Emsisoft Emergency Kit is among the best at detecting
and killing malware on the computer.

Since many of the rogue antivirus products kill the le-
gitimate security software that was originally installed
on the computer, it will likely be necessary to install or
reinstall a comprehensive security suite after the com-
puter had been cleaned of malware.

It would be a good idea to install these three malware
scanners to a flash drive, and keep them up to date, as
you may likely need them in the future when least ex-
pected. To quote an old proverb, "It is better to have it
and not need it, then to need it and not have it."

PEARSON
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Phone Zoo

Looking for a new ringtone for your cell phone? Have
you checked out Phone Zoo? They offer free ring-
tones and other mobile content for your cell phone. |
found this site because | was looking for the Super
Mario Bros. theme song to set as my ringtone.

| lost track of time for an hour just going through the
top downloaded ringtones, so beware this can be a
time sink, albeit it an entertaining one. To check out
the ringtones just click Ringtones on the orange nav-
igation strip across the top of the page. The section
will have a side menu with categories, and featured
on its page the Top Downloaded Ringtones | was
talking about.

To make your own ringtone, select Create Ringtone
from the homepage or Create from File on the Ring-
tones page. You'll have to register to create a ring-
tone, and they walk you through the whole process,
so if you own a file you want to use on your phone —
don’t hesitate to make your own ringtone!

They also offer a selection of other downloadable
content like photos, games, astrology, and an-
swers. Are you wondering how they can offer all
these services for free? Well, they pay for their site
via the advertisements on the page, so they don’t
have to charge your cell phone bill to bring you
great content.

Check it out!

What if | don’t have Internet on my phone?

If you are a Verizon user, we send you the content
using multimedia (PIX) messages, so no internet is
needed. If your phone supports Bluetooth or Cable or
SD card, you can still get content from Phonezoo
through one of those methods. Please click here for
additional information on how to use Bluetooth to
download content.

http.//www.phonezoo.com/home.do

For AT&T, Cricket and T-Mobile users, you also have
the option to send it to your phone as a multimedia
message. Follow these instructions:

1. Go to the My Zoo tab.
2. Click "change" next to Delivery Method.
3. Select Multimedia Message & click Update.

~Amanda at http.//www.worldstart.com/

OFFICIAL MEMBER OF PEARSON EDUCATION

www.informit.com/usergroupwelcome
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Convert Music to Other Formats

Digital music players and smart phones are amaz-
ing. They make it possible to carry around thou-
sands of songs in the palm of your hand.

Unfortunately, though, there are numerous formats
for music files. Music players and smartphones
aren't compatible with all of them.

This makes it difficult if you get a new music player
or phone. Chances are you have a sizeable music
collection. And you don't want to have to rip all your
music from CD again.

fre:ac is a free program that will help you convert
your music between various formats. Or, you can rip
music from CD. It even logs onto a database to
download track names.

This is a program that any music lover should have.
Unfortunately, it won't work with copy-protected mu-
sic that you purchased.

Cost: Free
Systems: Windows XP, Windows Vista, Windows 7
Click Here to Download Now >>

COMPUTER LINKS

http://www.dummies.com/
http:.//www.komando.com/

=
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\ ’ http://www.worldstart.com/

http.//www.makeuseof.com/
http://www.howtogeek.com/
http://www.rimoftheworld.net/
http.//www.bestsites.fws1.com/
http://www.download.cnet.com/
http://www.printwhatyoulike.com/
http.//www.newhorizonsetips.com/
http.//www.qiftcardgranny.com/blog/senior-discounts/

TECHBARGAINS'

Targeting the best deals in tech

www.techbargains.com

web site devoted to helping users find the best
technology products and the lowest price

Cash Flow — April 2011

Beginning Bank $2,909.71
Cash Received 374.00
Membership Dues 25.00
Donations: 50/50 7.00
Advertising 180.00
Bank Discount Earned 0.00
Total Income $374.00
Fundraising 254.00
Promotion 0.00
Due & Fees 0.00
Supplies 169.69
Total paid out 237.04
Ending balance in Bank $3046.67

—



http://www.techbargains.com
http://www.giftcardgranny.com/blog/senior-discounts/
http://www.komando.com/downloads/category.aspx?id=2717&utm_medium=nl&utm_source=dotd&utm_content=2011-05-03-article&utm_campaign=title
http://www.komando.com/downloads/category.aspx?id=2717&utm_medium=nl&utm_source=dotd&utm_content=2011-05-03-article&utm_campaign=end
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Do It Yourself PC Maintenance Tips—Windows 7, Vista an XP

Turn on computer weekly to download updates
Automate Microsoft Updates

e Win 7, Vista - Task Scheduler Screen

e Create a task.

e Tell it when to run.

e See itinthe list.

e To get here in Vista, go to

e ‘Start’, ‘All Programs’, ‘Accessories
Defragment hard drive

e Windows 7 - In ‘Control Panel’, ‘System Security’, look under ‘Administrative Tools’.
You can defragment the hard drive manually.

e Windows 7 also has a handy Scheduled Task manager.

Click the ‘Schedule Tasks’ link to set up automatic defrag.

Turn on Windows Firewall

e Windows 7 - Also in the ‘System and Security’ section of the Control Panel, you will find ‘Windows
Firewall’.

e Windows XP - Open the ‘Security Center’ section of the Control Panel.

e Windows Vista - In the ‘Security’ section of the Control Panel, you will find ‘Windows Firewall’. Click
‘Turn Windows Firewall on or off’.
Check and re-configure anti-spyware and anti-virus settings

¢ Windows 7 - Select ‘Action Center’ from the ‘System and Security’ screen.

e Click the arrow next to ‘Security’ to see the programs protecting your computer. Windows XP Check
‘Virus Protection’ in the Security Center.

¢ Windows Vista - Check ‘Malware Protection’ in the Security Center.
Free up disk space

e Windows 7 - Also in ‘Administrative Tools’, check ‘Free up disk space’. This brings up a list of file
types that are not necessary to keep in Windows. If you want to view the exact files by name, click on
the ‘View files’ button.

e Windows XP - To go to this function in XP the path is again, ‘Start’, ‘All Programs’, ‘Accessories’,
‘System Tools’. Then you will find ‘Disk Cleanup’.

e Vista - To get here in Vista, go to ‘Start’, ‘All Programs’, ‘Accessories’, ‘System Tools’, ‘Disk Cleanup’.
Schedule Tasks

Anti-spyware and Anti-Virus
e Windows 7 - Select ‘Action Center’ from the ‘System and Security’ screen.
e Click the arrow next to ‘Security’ to see the programs protecting your computer.
e Windows XP - Check ‘Virus Protection’ in the Security Center.
¢ Windows Vista - Check ‘Malware Protection’ in the Security Center.
Do not click on pop-ups that claim to be anti-virus programs
Run Microsoft Malicious Removal Tool (MRT) to remove malware
e Repeatedly tap the ‘F8’ key during boot up to go into ‘Safe Mode’
e ‘Start’
e ‘Run’
e Type ‘MRT
e Letitrun
Safe web searches - Google Search:
e Click on “Cached” version of web sites
e Do not click on “sponsored ads”

—

, ‘System Tools’, ‘Task Scheduler’.
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iPhone: The Missing Manual, 4th Edition
Review by Nancy Bryant

Click to LOOK INSIDE!
By David Pogue e
Publisher: O'Reilly Media/Pogue Press T
Released: August 2010 =
Pages: 448 Iphone
$24.95
ISBN: 978-1-449-39365-6 T

Big Bear Computer Club Rating System 1 - 5 Bears

It didn’t concern me when | opened my iPhone 4 box and found a tiny fold-out leaflet entitled
“Finger Tips” as the only user guide in the box. | fully expected my new iPhone to be totally intui-
tive and for the basics it met those expectations. | had no problem calling my friends, adding
new contacts, taking pictures, sending text messages, -- all of the basics.

So, when | picked up David Pogue’s “Missing Manual”, | didn’t expect to learn much. But, within
the first half hour | realized there was much more to learn and using the “Missing Manual” made
it easy.

Being a person who basically hates the tedious, detailed directions of most manuals, | was re-
lieved to see Pogue’s simplification by using a convention such as Tap Setting -> General ->
Spotlight Search for a series of button Taps. He also cut down on words by generous use of
screen shots of the iPhone. So in the first half hour, | quickly learned about some hidden fea-
tures of the iPhone.

For example, if you quickly press the home button twice, you see the icons of the four programs
you’ve used most recently and if you swipe your finger to the right, four more buttons appear,
one very important to me. This allows you to lock the screen so that it does not rotate when you
turn the phone 90 degrees, a non-intuitive but very useful feature when using the iPhone while
reclining. Tips like this are another feature that sets this manual apart. In fact, the book includes
Tips in boxes highlighted in yellow on almost every page.

While | did find some errors in the book’s index and a few cases where the instructions were too

concise to easily follow, the wealth of information and the overall ease of use led me to buy cop-
ies for my sister-in-law and my son and recommend it to everyone | know who has an iPhone.

The Paper Clip

C ( stotioners)

\ M
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Tips For Creating a Strong Password

4 Password Do’s

Use long passwords. The longer your password is, the better. Use a password that has at least 8 charac-
ters, and for your high-security accounts, security experts recommend even longer passwords: at least 14
characters. How can you remember 14 characters? See "Consider building passwords based on phrases"
below for some ideas.

Mix it up. Use a mix of uppercase letters, lowercase letters, numbers, and symbols. The more types of char-
acters you use in your password, the harder it is to guess.

To illustrate: For an 8-character password with all lowercase letters, a cracking tool would be able to run
through every possible combination in 2.42 days. By mixing in uppercase letters, numbers, and symbols, the
tool would take 210 years to run through every combination.

Use text that's not in a dictionary. A password cracking program can check millions of dictionary words in
seconds. Avoid "real" words that can be found in a dictionary.

Change passwords regularly. Change your passwords on a regular basis. Every 60-90 days is the recom-
mendation of most security advisors; you may want to change them more or less often depending on the se-
curity of the information the password is protecting.

4 Password Don'ts

Don't use 'password'. The word password and variations such as password1, passwd, p@$$wOrd, and
drowssap (password spelled backwards) are so common that many hackers start with these.

Don't use easy-to-guess patterns. Don't use a sequence of characters (like 123456 or abc123), repeated
characters (ioioio), or patterns that use characters that are close together on the keyboard (qwerty).

Don't use your name or other personal characteristics. Don't use your first or last name, and don't use
terms associated with your personal life that others may know, like the name of your spouse or children,
names of pets, license plate numbers, and phone numbers.

Don't use the same passwords for every account. The risk in using the same password for multiple ac-
counts is that if someone figures out one password, that person now has access to everything else. For the
utmost in security, use a different password for every password-protected program, web site, and account that
you use. It's particularly critical that you not re-use your email account password on web sites because once
it's compromised, the door is opened to all your accounts that have your email address on file.

Peachpit

User Group Program Member
USER GROUP COUPON CODE - Peachpit

We provide your group members with a 35% discount off the list price of any of our books. At checkout,
right before entering their credit card information, they must enter the user group coupon code UE-23AA-
PEUF (case-sensitive). This coupon code is an exclusive offer that may not be used in conjunction with
any other coupon codes. www.peachpit.com

The Abacus Grdup

Of fe r 5 | X li_) Jf I'_ j For All Your Computer Needs
! ' ) | .

Jim Applebury
909 584-1733
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Building Passwords Based On Phrases

The truth is that a long string of random characters
can be hard to remember, especially when you have
a lot of different passwords to keep track of.

One strategy is to use passwords that are built from
easily remembered phrases. You take the first letters
from each of the words in the phrase, and you also
mix in some symbols and numbers in place of certain
words, like using & to replace "and."

Here are a few examples of strong passwords built on
phrases:

M2010nyri2l15# ("My 2010 new year's resolution is to
lose 15 pounds")

Lmu?i:Wayd4o0? ("Life's most urgent question is:
What are you doing for others?")

Iw2TIs&cw2gb! ("I went to Texas last summer and
can't wait to go back!")

TIP: A number of online password checkers like The
Password Meter can be used to check the strength of
your password.

All things, even adversity, have their
worthy purpose ~ Jim Rohn

June, 2011

Premium
Memory..

Shift+Space Web Browser Navigation

”

Quick navigation, without traveling all over the place!
Give it a try!

So, instead of using the Page Up and Page Down
keys all the way on the other side of your keyboard,
do this:

Press your Space Bar to go a page down.

Press Shift+Space to go a page up

(shit | ot

r Space
%

| S

Andrew ~ WorldSmart.com

About Bearly Bytes

Bearly Bytes Newsletter, past winner of SWUGC
& APCUG Newsletter contests. is the official publi-
cation of the Big Bear Computer Club. Views ex-
pressed in Bearly Bytes are those of the authors
and do not necessarily reflect the opinions of Big
Bear Computer Club. Other computer user groups
are welcome to reprint our articles as long as they
give credit to the author and Bearly Bytes, Big Bear
Computer Club.

Submissions: All BBCC members are encour-
aged to send letters, articles, questions, and com-
ments to Bearly Bytes for inclusion in future issues.
Submit as plain text in the body of an email and
attach any graphics as JPEG or GIF format. Send
to Yomar Cleary

Live your life each day as you would
climb a mountain. AnNn occasional
glance toward the summit keeps the
goal in mind, but many beautiful scenes
are to be observed from each new van-

tage point. ~ Harold B. Melchart
o I
X . F
-+ Mileage Maxx™

“ALL IN ONE” FUEL TREATMENT
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Barbara Moore

909-585-7981
barbmoorebbl@hotmail.com
http://www.bigbearmileagebooster.com

Increases Gas Mileage - Reduces Toxic Emissions - Extends Engine Life
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Organize Your Computer to Find Information Faster

Adapted from an original article written by Katherine Murray.

An unorganized computer makes it more difficult to find information, and a computer that is cluttered with un-
necessary files and email messages can be sluggish. So if you haven’t organized your computer recently and
it'’s running slower than you'd like (or you’re having trouble finding things), the tips in this article can help you
delete or move old files and email and can even help you do a thorough cleanup.

Clear out your old, unnecessary files
So how long should you keep old files on your hard drive? If you haven't used a particular file for several
months, you can probably delete it or store it somewhere else.

How can you tell how old a file is? In the folder where the file is stored, rest your mouse pointer over the file
name to see when it was last modified. For more information, right-click the file name and choose Properties.
You can see when the file was created, last modified, and most recently accessed. If a file is old and hasn't
been accessed in more than six months, it might be time to clear it out. If you're not certain, it's a good idea to
open it just to be sure you won’t need it soon.

By looking at the properties of a file, you can see when the file was created, last modified, and most recently
accessed.

You're the best judge to determine which files to keep, but you might want to consider saving these items:
Tax and legal information
Project-related files
Favorite digital images from the year
Plans you could leverage for future projects
Important email messages
Customer information

Tip: Learn more about how to sort and organize files and folders:

In Windows 7
In Windows Vista
In Windows XP

To quickly find files, organize them by the date they were modified.

One more quick and easy way to clear out files is to empty your Recycle Bin. All the files that you have delet-
ed still exist on your computer until you empty your Recycle Bin. To empty the bin, right-click the Recycle Bin
icon on your desktop and then click Empty Recycle Bin.

Note: If you’re concerned that, in your efforts to clean up your computer, you might have deleted files that you
still need, click Open and then review the files in the bin before you empty it. To get back deleted files that
you removed by mistake, select those files, and then click Restore to put them back to their original locations.

Finally, after you have cleaned out your files, learn 9 ways to manage them better. And if your computer is still
running more slowly than you would like it to, get these tips for ways to speed up your PC and to optimize
your computer for peak performance.

Back up important files

The next step in cleaning up your computer is to copy selected files to another storage medium, such as a
writeable CD or DVD or an external hard drive. For your most important files, like project files, key presenta-
tions, or large emails, you'll rest a lot easier if you have a backup copy stored safely away from your comput-
er—just in case you lose your computer or it fails. Learn more about options and how to back up your data.

Windows backup features make this step much easier and can help you automate the process. To back up
your files, it's ideal to have a CD or DVD burner or an external hard disk drive you can connect to your com-
puter through a USB or FireWire port.

Learn more about how to back up your files:
With Windows 7
With Windows Vista
With Windows XP Continued on pg. 15

—


http://windows.microsoft.com/en-US/windows7/Working-with-files-and-folders
http://windows.microsoft.com/en-US/windows-vista/Working-with-files-and-folders
http://www.microsoft.com/windowsxp/using/setup/maintain/filemgmt.mspx
http://www.microsoft.com/atwork/productivity/files.aspx
http://www.microsoft.com/athome/setup/backupdata.aspx
http://www.bing.com/shopping/search?q=cd%20dvd%20burner&qpvt=cd+dvd+burner&FORM=Z7FD
http://store.microsoft.com/microsoft/Computers-Accessories-External-Hard-Drives/category/41307?WT.mc_id=MSCOM_AW_US_A_computerclean
http://www.bing.com/shopping/search?q=usb+cable&go=&form=QBRE&qs=n&sk=&sc=8-9
http://www.bing.com/shopping/search?q=firewire%20cable%20types&FORM=HURE
http://windows.microsoft.com/en-US/windows7/Back-up-your-files
http://windows.microsoft.com/en-US/windows-vista/Back-up-your-files
http://www.microsoft.com/windowsxp/using/security/learnmore/backup.mspx
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Cont'd from pg. 14 Tip: If you're backing up your information to a CD or DVD, be sure to create labels for your
CDs that clearly describe their contents. For example, you might title the CD "2010 Archive," or be more spe-
cific with something like "2010 Presentations."

Learn more about how to back up your email:

In Outlook 2003
In Outlook 2007 or Outlook 2010.

Clean out your email
Do you have a system for weeding out and organizing your old email messages? Here are a few easy ideas
to tame your email inbox and to help avoid email buildup in the future:

Create folders where you can store messages by sender, topic, or date.

Create email rules to file and manage your messages automatically. For example, you can create a rule to
send all messages from your manager to a special folder. Learn more about managing email messages
with rules.

Use Mailbox Cleanup to assess, locate, and archive email. In Outlook 2003 and 2007, open the Tools
menu and click Mailbox Cleanup; in Outlook 2010, open the File menu and click Options, then Mail-
box Cleanup.

Go through your Sent folder in Outlook, and delete items you no longer need (especially those with large
file attachments).

If you're sure you no longer need email you've deleted, permanently delete it all from Outlook by manually
or automatically emptying the Deleted Items folder. Here’s how to do it in Outlook 2003, Outlook 2007,
and Outlook 2010.

For more inbox insight, check out these 4 ways to take control of your email.

Organize and clear out your Internet files

If you're like most of us, you do a lot of web searching and your Internet Explorer Favorites folder is bursting
at the seams. It could probably use some weeding out and organizing. To organize your Favorites in Internet
Explorer, on the Favorites menu, click Organize Favorites.

To access most of the cleanup tasks that you can do in Internet Explorer, on the Tools menu, click Internet
Options. In the Internet Options dialog box, on the General tab, you have two cleanup options: You can de-
lete the temporary files that websites store on your PC, and you can set up Internet Explorer to save your his-
tory for only a specific number of days—or none. These steps can help you to reduce the number of unneces-
sary files on your computer.

In the Browsing history section, click Delete to remove all temporary files, including your browsing histo-
ry, cookies, saved passwords, and web form information. You can also select the Delete browsing
history on exit check box to delete history automatically each time you close Internet Explorer.

In the Browsing history section, click Settings. In the History section, you can specify the number of
days that Internet Explorer should save the list of sites you've visited.

Manage your list of sites visited in Internet Explorer in the Temporary Internet Files and History Settings
dialog box. You can download Internet Explorer 8 — or if you have Windows 7 on your computer — Internet
Explorer 9 to take advantage of new features that make it easier for you to manage your Favorites, temporary
files, and browsing history.

Mo OREILLY 4

User Group Prngr_urﬁﬁ:-;..:-m%

Get 40% off books from O'Reilly, Microsoft Press, No Starch, Paraglyph, PC Publishing, Pragmat-
ic Bookshelf, Rocky Nook, SitePoint, or YoungJin books and 50% off ebooks you purchase direct-
ly from O'Reilly. Just use code DSUG when ordering online or by phone 800-998-9938
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http://www.microsoft.com/athome/setup/backupdata.aspx
http://office.microsoft.com/en-us/outlook-help/manage-e-mail-messages-with-rules-HA010355682.aspx?CTT=1
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http://office.microsoft.com/en-us/outlook-help/empty-the-deleted-items-folder-HP010354945.aspx
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Word Tip
By Rosemary Lloyd

Excel Tip
By Yomar Cleary

MS Office Tip
By Eileen Bryan

Checking for Incorrect
Numbers in Text

The grammar checker included
with Word is quite powerful when
it comes to checking matters of
style in your writing. One of the
things you can have Word check
for is whether you are using num-
bers correctly in your text. Nor-
mally, any number ten or less
should be spelled out (such as
"nine trucks" or "three officers"). If
the number is larger than ten, it
should be expressed with nhumer-
als (as in "47 pencils" or "12 pen-
nies").

By default, Word doesn't check
for the correct use of numbers.
You can change this feature of
Word, however, by following the-
se steps:

e Click the Office button and then
click Word Options. Word dis-
plays the Word Op-
tions dialog box.

e Click the Proofing option at the
left side of the dialog box. (Click
here to see a related figure.)

e Click the Settings button. Word
displays the Grammar Settings
dialog box. (Click here to see a
related figure.)

e Scroll through the options list until
you find the Numbers option.
Make sure it is checked.

Shortcut to Closing Several
Workbooks

Excel provides a handy — but little
known — shortcut for closing all
the workbooks you have open.
This tip explains how easy it is to
use this shortcut.

You already know that you can
close an open workbook using any
number of methods. What if you
have a bunch of open workbooks
and you want to close them all,
you can do this in one swift action
by holding down the Shift key as
you display the file menu.

Notice that when you do, there is a
“Close All” option on the menu.
Choose this and all your work-
books are closed. You will, of
course, be prompted to save
changes on each open workbook,
if necessary.

Note that this only works if you
hold down the Shift key when dis-
playing the File menu. If you don't,
then Close All does not appear.

(This tip works with Microsoft Ex-
cel 97, Excel 2000, Excel 2002,
and Excel 2003.)

Add a Table of Contents with
Leaders

Add a text box to your publication
and set up right-angles tabs with
leaders (these are dots, dashes, or
lines) that follow the chapter or
section titles in a table of contents
and line them up with page num-
bers.

Type the table of contents entry.
Press and hold the TAB key to cre-
ate the leader—while you type the
page number for that entry.

1. Double-click the horizontal ruler
where you want the page num-
ber to appear.

2. Use a re-aligned tab to line the
numbers in the table.

3. Click the leader character that
you want.

e On the Objects toolbar, click
Text Box.

e Adjust your text box to the size
you want.

e Type the title of the table of
contents and press ENTER

e Double-click the horizontal
ruler where you want the page
number to appear

¢ In the Tabs dialog box, under
Alignment, click Right.

e Under Leader, click the option

“There are better ways to log off.”

@ *
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May 5, 2011
GENERAL MEMBERSHIP MEETING

Rosemary Lloyd Presenting Cinco de Mayo Potluck
DIY Computer Maintenance Members & Visitors Attended

Ma y Door Prize Winners

Paul Palmquist- - DVD Packet
Kim Dunn- - T-Shirt
John Bryan - - Travel Cleaning Kit
Dorothy Sirk - - Spiral Rule Index Card
Helen Romancia- - 50/50 winner

Rosemary Lloyd & Yomar Cleary
Southwest Computer Conference $300 Packages
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BIG BEAR COMPUTER CLUB, INC.
Membership Application

O New O Renewal

Full Name

O Update Information

Mailing Address

City, State, Zip

Home Phone ( )

E-mail address

Cell Phone ( )

Family Member(s) Associates $5/year

Name E-mail

PO Box 645
or

or
3. PayPal - click here

Big Bear City, CA 92314

1. Mail your application and dues to: BBCC Treasurer

2. Bring your application to a meeting

Big Bear
Discovery

For information and
Center

directions phone
Rosemary Lloyd, S
President 909.584.9358 =g

Bearly Bytes
Big Bear Computer
Club Newsletter
P.O. Box 645
Big Bear City, CA 92314 b
909.878.5822
www.bigbearcc.org -
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Membership Benefits

e Monthly Meeting presen-
tation and demonstration
of popular hardware and
software

o RAM (Q&A) sessions

e Tech News and Virus
Alerts

e Member Software Raffle
¢ 50/50 Drawing

e Bearly Bytes, our award-
winning monthly news-
letter mailed to you First
Class

e Website: bigbearcc.org
e Free Software Review
e Member Help Line

o Member E-mail Notifica-
tions

e Member-only Discounts
e Special Interest Groups
or (SIGs)

All this for only $25 per year!!
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