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Next Meeting MAY 11, 2010 at 5:30 @ The Discovery Center

MAY 11th TRAINING WORKSHOP

The meeting will be back to group training ses-
sion whereby we break into small groups of be-
ginners, intermediate and advance. Bring your
guestions and your laptop computer so you can
get hands on training.

KeePass Demonstration by
Rosemary Lloyd

KeePass stores your passwords securely in
an encrypted file (database). This database is
locked with a master password, a key file
and/or the current Windows account detalils.
To open a database, all key sources
(password, key file, ...) are required . To-
gether, these key sources form the Compos-
ite Master Key.

If you use a master password, you only have
to remember one password or passphrase
(which should be good!) to open your data-
base. KeePass features protection against
brute-force and dictionary attacks on the
master password .

Great way to keep your passwords safe. And its
free which is the best part of all.

ﬁ

BEARLY BYTES HAS NEW
EDITORS EILEEN BRYAN !!

Eileen Bryan joined the Big Bear Com-
puter Club at the April 13th meeting and
immediately stepped up to adopt our
Bearly Bytes Newsletter. She will start
with the June Newsletter and we are all
excited to have her join our club and take
on the publishing of our newsletter.

We wish to welcome Eileen and her hus-
band John into the Computer Club!!
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Helpline

_=————————

The following members have generously of-
fered to help you with your PC problems by
Phone or by email:

Windows Beginners
878-5622

Yomar Cleary
ycleary@charter.net

Windows XP, Vista Rosemary Lloyd

584 9358 Rosemary@SugarloafPC.com
MS Outlook Rosemary Lloyd

584 9358 Rosemary@SugarloafPC.com
MS Excel Yomar Cleary

878 5622 ycleary@charter.net
MSPublisher Yomar Cleary

878 5622 ycleary@charter.net

Digital Photos Barbara Moore

585 7981 barbstuff@verizon.net
CD Burning Rosemary Lloyd
584 9358 Rosemary@SugarloafPC.com

Adobe Photoshop, Rick Edwards

Photoshop Lightroom

547-0109 rick235@charter.net

The Computer Club provides training at the
monthly meetings when there is no presenter,
beginners are welcomed. 2nd Tuesday of
the month at the Discovery Center at 5:30
pm, bring a friend, Yearly dues are only $25
spouse is $5. First two visits are free.l

_Tezsa
apcug

Microsoft

MINDSHARE

Officers and Key Leaders
President ........cccccoviiiiiiiiiicnns Rosemary Lloyd
584-9358 rosemary@sugarloafpc.com
Vice President é e é ¢ ééééé. Yomar Clear
878-5622 ycleary@charter.net
TreasUrer .......ceeeveeeeeiieeii e Barbara Moore
585-7981 barbstuff@verizon.net
Secretarye é é ¢ éééeée. . eé. . Tina Naza
633-4516 Tina_Nazrian@hotmail.com
Reviews Editor e é é e éé. . ééé Ron Frfpss
(951) 769-1225 rgfross@yahoo.com
Refreshments é e é ¢ é ¢ é é é . OPEN
PUBIICILY ..vvvveieeeeiiiieeeee Yomar Cleary
878-5622 ycleary@charter.net
Equipment Director ..........cccccccvvvvneen. Don Odekirk
585-6728 djodekirk@hotmail.com
Technical DIrector ........cccccvvvevvveeveeenenn.. Jim Lloyd
584-9358 inquiries@sugarloafpc.com
Director at L ar Rick&dwardsé é é
547-0109 rick235@charter.net
WebmaSter ........cccuvveveeeeiiiiiiiieeeeeee Bill Flanagan
866-9379 bill@bigbearcc.org
Newsletter Eitor .........cccvvvveveeeeeen. Eileen Bryan
(714) 580-4784 eileenbmb6@yahoo.com
Membership Director ¢ ¢ é éé. . . . Bi | | -l ar
866-9379 bill@bigbearcc.org
Parliamentarian ............ccccoeuvvnnen. David Philipson
585-9389 philipson@philipsonerdmier.com
HISTOran ........oooviiiiiiiiieiiieeee e Nancy Hinz
585-8095 ncyhz@gmail.com
Sunshine Coordinator ..........ccccce...e. Grace Fross
(951) 769-1225 gcfross@yahoo.com
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General Meeting Minutes;
Tina Nazarian

t NBaARSY (iRésemay Blayd 3 S

Hello All (

As | write this, MqQt herdés Day i1 s app|roac
ing on May 9, 2010, just before the

mont hly c¢club meetiing. Hereds to a hlappy
Mot her 6s Day to alj|l] of the moms. Enjj oy!

| would like to take this opportunity to re-
mind everyone that the Southwest Com-
puter Conference in San Diego is fast ap-
proaching. So is the deadline for eaviyd
registration.

To obtain the discount, the conference req-
istration form must be postmarked by M
15, 2010. After that date, the rate goes

from $75 to $100 for the full program. Go
to http://www.theswcc.orato find the reg-
istration form and the hotel contact infor-
mation. The conference location is the

Town and Country Resort & Convention
Center. Remember that the hotel cost is per
room. Either one or two people can stay in
a room. The conference is open to all.
Folks who are not computer club memberg
may attend. So, if you know someone who
Is interested and not yet a club member,
feel free to invitjg theme

=<

That is all for now. See you soon.

Rosemary Lloyd

—
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Download your friends' Facebook photos

By Kim Komando

Facebook is one of the most popular places to share photos. You're already connected to your
friends and family. You can easily view their photos. But what if you want a copy for yourself?

Too bad. You can't download photos your friends post. You have to ask for copies. And they have
to be sent to you some other way.

Well, two tools fix this problem. The first is PhotoGrabber. Simply log into your account. Choose a
friend off your friends list. Then download your friend's photos. They must be tagged with your
name or friends' names. You can't choose specific photos. It's an all-or-nothing affair.

FacePAD offers a little more control. It's a Firefox add-on that lets you download specific photo al-
bums. You can grab just the photos you want.

(Photo downloading may be restricted by your friends' privacy settings. )

Screenshots made simple, effective and awesome

Taking screenshots is very useful. You can grab anything you see on your screen. And you
can save it as an image. Edit the image. Share it with friends. Or paste it in documents and e-
mail.

Every version of Windows has a built-in screenshot tool. It's pretty barebones. But it gets the
job done. That said, there's a better way.

Screenpresso actually adds a bunch of handy features. But at the same time, it makes
screenshots easier than ever. Just hit Print Screen (F13) to get started. And select any region
to take a screenshot.

All shots are stored in Screenpresso history. From there, you can save, edit and e-mail them.
And you can look through and work with past screenshots. You can also post shots to Twitter
at the push of a button. (Heavily compressed. Don't expect high-quality photos.)

System : Windows XP, Vista and 7 .

This is program is simple , effectdi
WWW.SCreenpresso.com

—
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Intelligence Note
Prepared by the Internet Crime Complaint Center (IC3)

RENTAL AND REAL ESTA TE SCAMS

Individuals need to be cautious when posting rental properties and real estate on-line. The
IC3 continues to receive numerous complaints from individuals who have fallen victim to scams

involving rentals of apartments and houses, as well as postings of real estate on-line.

Rental scams occur when the victim has rental property advertised and is contacted by an
interested party. Once the rental price is agreed-upon, the scammer forwards a check for the de-
posit on the rental property to the victim. The check is to cover housing expenses and is, either
written in excess of the amount required, with the scammer asking for the remainder to be remit-
ted back, or the check is written for the correct amount, but the scammer backs out of the rental
agreement and asks for a refund. Since the banks do not usually place a hold on the funds, the
victim has immediate access to them and believes the check has cleared. In the end, the check is

found to be counterfeit and the victim is held responsible by the bank for all losses.

Another type of scam involves real estate that is posted via classified advertisement web-
sites. The scammer duplicates postings from legitimate real estate websites and reposts these
ads, after altering them. Often, the scammers use the broker's real name to create a fake email,
which gives the fraud more legitimacy. When the victim sends an email through the classified ad-
vertisement website inquiring about the home, they receive a response from someone claiming to
be the owner. The "owner" claims he and his wife are currently on missionary work in a foreign
country. Therefore, he needs someone to rent their home while they are away. If the victim is in-
terested in renting the home, they are asked to send money to the owner in the foreign country.

If you have been a victim of Internet crime, please file a complaint at http://www.IC3.gov/

APRIL 13TH
COMPUTER
CLuUB

MEETING
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MICROSOFT OFFICE 2010
Received word from Microsoft this
past week that Office 2010 has
reached a major milestone--it has
been released to manufacturing. This o
means that the product is "finished,"
and that it is ready to be produced so Cash Flowi April, 2010
it can be released to all those ea-
gerly awaiting its release. Beginning Bank $3,883.37
Keep your eyes peeled; Office 2010 Membership Dues $105.00
should be available generally in the

next few months Fundraising: Equipment $0.00
Donations: 50/50 $9.50

Total Income $114.50

Targeting the best deals in tech Cash Disbursed $50.00

www. fechbargains .com Ending balance in Bank $3,947.87

web site devoted to helping users find the best
technology products and the lowest price

—
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Download and switch wallpapers automatically

jugaler.codeplex.com Free

System: Windows XP, Vista and Windows 7

Some of the fun of owning a computer is making it yours. There are a number of ways to custom-

ize your computer. Your desktop wallpaper is a great place to start. A good wallpaper can really

personalize your workspace.

But i1itds nice to change things every once in a w
That said, constantly finding and switching wallpapers is a pain. So, what are you to do?

Try Wallpaper Juggler. This program will automatically switch wallpapers on a schedule. Have it
switch every 30 minutes to every 12 hours. And it can pull wallpapers from any folder on your com-

puter.

It can also automatically download new, high-quality wallpapers off the Web. Enabling this is pretty
cool . Youodll never know exactly what youoll get .
Youol | al ways be surprised.

IDENTITY THEFT
By Yomar Cleary

Staying Alertd You may want to review your credit reports once a year and stay alert for other signs
of identity theft, like:

~ Failing to receive bills or other mail. Fol l
A missing bill could mean an identity thief has taken over your account and changed your bill
ing address to cover his tracks.

~ Receiving credit cards that you didnodét apply

~ Being denied credit, or being offered less favorable credit terms, like a high interest rate, for
no apparent reason.

~ Getting calls or letters from debt collectors or businesses about merchandize or services you
didndot buy.

The Fair Credit Reporting Act requires each of the nationwide consumer reporting companiesd
Equifax, Experian and TransUniond to provide you with a free copy of your credit report, at your re-
quest, once every 12 months.

To order your free annual report from one or all the national consumer reporting companies, visit
www.annualcreditreport.com, or call toll-free 1-877-322-8228. Do not contact the three nationwide
consumer reporting companies individually. They provide free annual credit reports only through
www.annualcreditreport.com or 1-877-322-8228.

—
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Performance Management Software
866 -566 -7778

Premium

The Paper Clip
C H stottoners)

RICK ANI ‘“\

About Bearly Bytes

Bearly Bytes, past winner of SWUGC & AP-
CUG Newsletter contests. is the official publi-
cation of the Big Bear Computer Club. Views
expressed in Bearly Bytes are those of the
authors and do not necessarily reflect the
opinions of Big Bear Computer Club. Other
computer user groups are welcome to reprint
our articles as long as they give credit to the
author and Bearly Bytes, Big Bear Computer
Club.

Submissions: All BBCC members are encour-
aged to send letters, articles, questions, and
comments to Bearly Bytes for inclusion in fu-
ture issues. Submit as plain text in the body of
an email and attach any graphics as JPEG or
GIF format. Send to Yomar Cleary

.MANY PEOPLE ARE UNAWARE OF:

**The main difference between http://
and https:// <HTTPS:///> is.
It's all about keeping you secure **

HTTP stands for HyperText Transport Proto-

col, which is just a fancy way of saying it's a pro-
tocol (a language, in a manner of speaking) for
information to be passed back and forth between
web servers and clients.

The important thing is the letter S which makes
the difference between HTTP and HTTPS.

The S (big surprise) stands for "Secure". If you
visit a website or webpage, and look at the ad-
dress in the web browser, it will likely begin with
the following: http:///. This means that the web-
site is talking to your browser using the regu-
lar 'unsecure' language.

In other words, it is possible for someone

to "eavesdrop" on your computer's conversation
with the website. If you fill out a form on the web-
site, someone might see the information you
send to that site.

This is why you never ever enter your credit card
number in an http website! But, if the web ad-
dress begins with https:// <HTTPS:///> , that basi-
cally means your computer is talking to the web-
site in a secure code that no one can eavesdrop
on.

You understand why this is so important, right?

If a website ever asks you to enter your credit
card information, you should automatically look to
see if the web address begins
with https:// <HTTPS:///> ..

If it doesn't, there's no way you're going to enter
sensitive information like a credit card number.

—
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Securing Wireless Networks
Authors: Mindi McDowell, Allen HouseholdeMatt Lytle

Wireless networks are becoming increasingly popular, but they introduce additional security
risks. If you have a wireless network, make sure to take appropriate precautions to protect your
information.

How do wireless networks work?

As the name suggests, wireless networks, sometimes called Wi-Fi, allow you to connect to
the internet without relying on wires. If your home, office, airport, or even local coffee shop has
a wireless connection, you can access he network from anywhere that is within that wireless
area.

Wireless networks rely on radio waves rather than wires to connect computers is wired into
an internet connection. This provides a "hotspot" that transmits the connectivity over radio
waves. Hotspots have identifying information, including an item called an SSID (service set
identifier), that

allow computers to locate them. Computers that have a wireless card and have permis-
sion to access the wireless frequency can take advantage of the network connection. Some
computers may automatically identify open wireless networks in a given area, while others may
require that you locate and manually enter information such as the SSID.

What security threats are associated with wireless networks?

Because wireless networks do not require a wire between a computer and the internet con-
nection, it is possible for attackers who are within range to hijack or intercept an unprotected
connection. A practice known as war driving involves individuals equipped with a computer, a
wireless card,

and a GPS device driving through areas in search of wireless networks and identifying the
specific coordinates of a network location. This information is then usually posted online. Some
individuals who patrticipate in or take advantage of war driving have malicious intent and could
use this information to hijack your home wireless network or intercept the connection between

your computer and a particular hotspot.

What can you do to minimize the risks to your wireless network?

* Change default passwords - Most network devices, including wireless access points, are
pre-configured with default administrator passwords to simplify setup. These default passwords
are easily found online, so they don't provide any protection. Changing default passwords
makes it harder for attackers to take control of the device (see Choosing and Protecting Pass-
words for more information).

—
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* Restrict access - Only allow authorized users to access your network. Each piece of
hardware connected to a network has a MAC (media access control) address. You can re-
strict or allow access to your network by filtering MAC addresses. Consult your user docu-
mentation to get specific information about enabling these features. There are also several
technologies available that require wireless users to authenticate before accessing the net-
work.

* Encrypt the data on your network - WEP (Wired Equivalent Privacy) and WPA (Wi-Fi
Protected Access) both encrypt information on wireless devices. However, WEP has a num-
ber of security issues that make it less effective than WPA, so you should specifically look for
gear that supports encryption via WPA. Encrypting the data would prevent anyone who might
be able to access your network from viewing your data (see Understanding Encryption for
more information).

* Protect your SSID - To avoid outsiders easily accessing your network, avoid publicizing
your SSID. Consult your user documentation to see if you can change the default SSID to
make it more difficult to guess.

* Install a firewall - While it is a good security practice to install a firewall on your network,
you should also install a firewall directly on your wireless devices (a host-based firewall). At-
tackers who can directly tap into your wireless network may be able to circumvent your net-
work firewall a host-based firewall will add a layer of protection to the data on your com-
puter (see Understanding Firewalls for more information).

* Maintain anti -virus software - You can reduce the damage attackers may be able to
inflict on your network and wireless computer by installing anti-virus software and keeping
your virus definitions up to date (see Understanding Anti-Virus Software for more information).
Many of these programs also have additional features that may protect against or detect spy-
ware and Trojan horses (see Recognizing and Avoiding Spyware and Why is Cyber Security
a Problem? for more information).

Ort fers.com

Peachpit

User Group Program Member
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Word Tip

By Rosemary Lloyd

Excel Tip

By Yomar Cleary

Window Tip

By Barbara Moore

Moving Text without Affecting the
Clipboard

Applies to Microsoft Word versions:
97 | 2000 | 2002 | 2003| 2007

Here is a trick that was first intro-
duced in Word 5 for DOS and is still
valid in all succeeding versions of
Word. Suppose you want to move
something (a word, sentence,
graphic, table, etc.) from one loca-
tion in a document to another. You
probably know the standard way of
doing the move (using cut and
paste), but there is another way. Yol
can do the move very quickly via the
following:

Highlight (select) what you want
to move.

Display the spot in the document
where you want to move the
information.

Holding down theCtrl key as
you rightclick the mouse on
the spot where the item
should be moved. Word
moves the highlighted item to
where you rightclicked.

The beauty of this technique is that
the Clipboard is not involved. This
means that if you had something on
the Clipboard before the move, it is
still there for later use; it hasn't been
disturbed.

You should note that if, instead of
moving, you want to just copy, all
you need to do is hold down both thg
Shift andCtrl keys in step 3.

Cancelling an Edit
Excel: 200620032007

As you are entering informa-
tion in a cell, you may want
to cancel what you are enter-
ing. For instance, you may
have selected the wrong cell
before you started typing,
and you want to "back out" of
the edit you are making.

There are two ways you can
do this. The first is to simply
ipress the Esc key, and the
other is to click on the red X
just to the left of the Formula
bar. (The red X only appears
after you start typing.) Re-
gardless of the method you
choose, Excel undoes your
changes and returns the cell
to its state just before you
started typing.

If you make a mistake and
press Enter, Excel replaces
the contents of the cell with
whatever you were typing.
To undo this, you should use
the Undo feature of Excel:
simply press Ctrl+Z or click
on the Undo tool on the tool-
bar.

Add ARunodo to |your

This feature gives needed
access to many functions in
Windows so why keep it
hidden 4 clicks deep in the
All Programs menu? Put it
back.

Right click the Start menu
and select Properties/
Customize/Scroll down
and put a check in the
RUN box/OK/OK . That's it.
The next time you want ac-
cess RUN without hitting the
Windows Key + R, it's right
there for you where it was in
XP and where it's easy to
access.

The file search options is
cumbersome. How can you
point to where it is if you are
looking for it? If you knew
where it was, you wouldn't
be searching. What if you
don't want to use filters?
How about just finding a
file? Heading to the king of
all searches, Google, look

f o Everytliing. 0
"Everything" is just what
Windows 7 needs. Simply
type in the item to find and
BINGO, No more clicking,
and shuffling folders.
Download it, put it on your
desktop, problem solved. It's
quick, light, and finds.....
everything.

Chear§{NGUBargai:

Member
of the
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